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Division of Administration 

Personal Computer Usage 
Introduction
The Office of Computing Services would like to welcome you to the Division of Administration.  Part of our service to you is to provide you with computing services and assistance that will help to meet your daily office needs.  

The Office of Computing Services (often referred to as OCS) is a section within the Division of Administration.  OCS personnel are responsible for the support and maintenance of computer hardware, system software, operations, and related services. OCS is located in the Information Services Building (ISB).   OCS works in conjunction with another DOA section, the Office of Telecommunications (OTM), to provide and maintain your network connectivity.   

Some of the units within OCS that you will be in contact with are:  OCS Help Desk, OCS Hardware Services and OCS PCLAN Services.  These offices are located in the Information Services Building.  Their goal is to increase the productivity of DOA employees by means of desktop computing, Local Area Network (LAN) management, and technical consulting.

The function of the OCS Help Desk is to support end users in desktop productivity and to assist with “how to” questions.  The OCS Help Desk handles hardware and software related calls for the DOA user community.  If you need help, simply call 342-4730.  The Help Desk will get a brief description of your problem along with some other important information.  The normal hours of operation are from 8:00 AM until 4:30 PM, Monday through Friday.  If a technician is needed for after-hours assistance, call 342-4730.  Find out more about the OCS Help Desk Services by visiting http://www.doa.louisiana.gov/ocs/hd/helpdesk.htm

OCS Hardware Services is responsible for setting up, moving, upgrading, and connecting desktop PC’s, printers, and other peripheral devices to the network.   

PCLAN Services provides desktop computing, LAN management and technical consulting for DOA employees.  PCLAN provides the ability for DOA users to share data, messages, graphics, printers, and other computing resources. In addition, users are provided access to the DOA mainframe and access to the Internet.  PCLAN creates and maintains user accounts, access to Statewide Email, PC security updates, virus protection and more.    Find out more about PCLAN Services by visiting http://www.doa.louisiana.gov/OCS/pclan/pclan.htm

The Section Coordinator

Each DOA section has a person assigned as a Section Coordinator.  This person is recognized as your section’s authorized representative for approving and coordinating certain information technology activities.  The Section Coordinator is responsible for approving and coordinating the following Information Technology activities:

· User ID’s (and or name changes)

· New installations and physical moves

· Justifications for the purchase of new equipment

· Software Inventory

· Hardware Upgrades

· Software Upgrades

· Defective Equipment

· Local User Troubleshooting
You should ask your supervisor who has been assigned Section Coordinator duties for your section as this person should be your first point of contact for the above items.
Assigned Equipment
Your first day on the job, you will be assigned a Personal Computer that will be customized for your needs.  Your PC will be configured for you to use Outlook and other office products as well as connections to a network printer, your section’s shared drive (G: drive), and your personal home directory (L: drive).
Your PC equipment (monitor and central processing unit ) has a state tag number that is used for inventory purposes.  When your UserID is created, the equipment tag is associated with you.  Locate and be familiar with these numbers in case you ever have to call the help desk for assistance.   Also, on top of the CPU, you will find a card, the size of a business card, in a plastic sleeve.  This card has useful information that you will need to provide to the Help Desk when you call.  One of those numbers is the IP address for your PC.  The IP address is the number that identifies you on the network.  This 10.3.xx.xx number will be used by OCS Technicians to troubleshoot the issues you are reporting.

It is your responsibility to read and be familiar with DOA Policy #3, Acceptable use of Information Technology Systems and Networks and with DOA Policy #6, Use of State Resources.  The policies can be found at this link:  http://www.doa.louisiana.gov/OHR/policies/policies2.htm
Network Security:

Your first day on the job, you will be assigned a UserID and Password to logon to your PC.   Your User ID grants you access not only to your own hard drive, but DOA file servers, network printers, the Internet, your e-mail, and other network resources.  
Your User ID consists of the first letter of your first name followed by the first six letters of your last name.  For example, Susan D. Johnson’s User ID would be SJohnso.  Occasionally, we have to use the middle initial to avoid duplicate User IDs.  In the case of Susan, her User ID would then be SDJohnso.
Passwords

Your Supervisor or Section Coordinator should be able to provide you with your initial password.  The first time you logon, open Microsoft Outlook to view the email you’ve received from DOA-Help Desk.  This email will walk you through the process of accessing ReACT (DOA’s Self-Service Password Reset Tool).  This process will culminate with you changing your password.  Password Complexity requirements will be listed on the ReACT screen.  The Password Complexity requirements are as follows:  


· Your password must be at least 8 characters in length.  
· Passwords are case sensitive.  Make sure that when you type your password, the Caps Lock key is not on accidentally. 
· Strong passwords contain at least three of the following: 

1. Uppercase letters A-Z 

2. Lowercase letters a-z 

3. Digits 0-9 

4. Special characters such as "*?#$'-=  and spaces 

· Use numbers and letters to create an imaginary license plate, such as 4Score&7 or 2BorNot? 

· Rather than using "words", create your own password using the first characters of words from a book, song, or poem. For example, "Icri12m!" is short for "I can retire in twelve months!" 
Things to avoid
· Don't use variations of your UserID, HR#, or the word "password"  

· Don't use the name of anyone or anything that can be associated with you (children, spouse, hobby, etc.) 

· Don't use any personal information, for example:  your initials, phone number, birth date, job title, social security number, organizational unit, etc.
· Don't use any of these spelled backwards.
· Don't use keyboard sequences, "qwerty" or the same letter repeated multiple times 

· Don't use sample passwords, from a book or article that discusses computer security. That includes examples from this page.  

· Don't use a variation of an old password.  A new password should differ significantly from the previous password in order to prevent someone from guessing a predictable cycle,
e.g., Abcde1a, Abcde2b, Abcde3c
· Don't use any word that can be found in a dictionary, even with numeric suffixes (e.g., Payroll26)  


LAN passwords are set to expire every 31 days.   As the password expiration date nears, you will receive a warning of the impending expiration. When it expires, you will be prompted and required to change it. 
***Note that you can change your password at any time by pressing CTRL ALT DEL, and selecting CHANGE PASSWORD.  The Self-Service Password Reset Tool, ReACT, is also available to you at work AND away from work.  Simply browse to http://www.doa.la.gov/ and click on the DOA ResetIT link beneath the ‘For State Employees’ section.  Changing your password through ReACT will also unlock your UserID in the event that you have typed your password incorrectly too many times.
Keeping Passwords Secure

Passwords should be kept in a safe place and not shared. You wouldn't want someone to use your passport illegally, nor would you want someone to steal your password and use your account. An intruder can gain access to your system, damage your files, and launch attacks on other computer systems throughout the network.  Avoid writing your password on a sticky note and taping it to your monitor or hiding it under your mouse pad.

If you are assigned a DOA Laptop, never store information in the Laptop case regarding passwords or procedures for remotely connecting to the DOA network (through VPN access or dial-up access.)  Remember, passwords as well as internal connection procedures are to be kept in a secure area.  Laptops have been stolen in the past, therefore, it is extremely important that you do not store sensitive information in your laptop bag or taped to your laptop.
For more information, see:  Password Guidelines located here:  

http://www.doa.louisiana.gov/ocs/hd/Employee%20Handout%20and%20Files/ocs%20password%20guidelines.htm

To Logon to your PC


1)
Press Ctrl + Alt + Del 


2)
Enter your LAN ID and press tab.


3)
Enter your password (supplied to you by either your supervisor or your section coordinator)


4)
The third line, ‘Log on to:’ should read    DOA.  


5)
Press Enter or left-click once on OK.

After completing the above steps, the logon process will begin.  When the desktop begins to appear, you might notice that a logon script is running in your task bar.  You should allow this to complete before beginning your work.  This logon script is processing several very important steps.  Logging on every day ensures that you establish connections to assigned shared servers, and network printers.  The first time you open Outlook, you should read the email from the DOA-Help Desk regarding your LAN password.  As mentioned above in the ‘Passwords’ section, follow the instructions in the email to change your password immediately.  
  
PC Configurations
Your desktop includes icons that will allow you to run all of the DOA standard applications.  Usually, two network printers are added to your desktop however there are cases when you will have an attached printer and one network printer.
When you go into “Windows Explorer” or “My Computer” you will notice that your PC is partitioned with a C: drive.  The C: drive is dedicated to the Operating System, Security Updates and non-standard programs as installed by OCS.  When saving Microsoft Office files, such as Word files, the defaults are set to save those files to the L: drive under a  \My Documents folder.  The \My Documents folder includes directories for all of the Microsoft Office products (Word, Excel, Access, PowerPoint, and Publisher).  You should save all files that you wouldn’t want to lose to the G: drive or L: drive.  The G: and L: drives are backed up nightly (Monday – Friday).  It is acceptable to save files to your Hard Drive, C:, but OCS will not attempt to recover Hard Drive files.  Files that you save on the C: drive are your responsibility and should be backed up on a regular basis.  Backup copies of files can be stored on secure portable media, such as a USB drive or a CD/DVD.
***Note that if your PC contains a partitioned D: drive, your PC is using a setup that OCS used in the recent past.  This means that OCS has not loaded their most recent setup (which would include a C: drive only).  If your PC does have a D: drive, you should still save your files to the G: or L: drives.  It is acceptable to store files on the D: drive, but keep in mind that OCS will not attempt to recover Hard Drive files from C: or D:.
For security purposes, each DOA desktop is configured to run the Windows Screen Saver after 15 minutes of inactivity.  If your screen saver is running, to access your desktop, you will need to press Ctrl + Alt + Del and type in your LAN password again.   If your PC is logged off, it can only be logged on by you, someone in your section or by an OCS administrator.  As an additional security feature, the name of the last person who logged on to your PC is automatically displayed at each log on.  
Special Drive Assignments
Every DOA section has dedicated space on network servers where working files for that section are stored.  Upon logging on, the G: drive and L: drive connections are established.  On the G: drive, there is a directory name based upon your UserID for your use.  For the most part, all files stored on the G: drive are accessible by everyone in your section.  Once you become familiar with your job responsibilities, you will see how the G: drive is used throughout your section. 
The L: drive, which is limited to 10.0 Gig, gives you access to a network storage area to house your files.  The L: drive is included in the nightly server backups so anything saved to the L: drive will automatically be backed up.  Files that you store on the L: drive can only be read and/or modified by you.  You will not be able to store Audio and Video files on the L: drive.  Work-related Audio and Video files should be stored on the G: drive.

Find out more about the DOA Home Directories by clicking the link, “Secure File Storage Area” on this link: http://www.doa.louisiana.gov/ocs/hd/Employee%20Handout%20and%20Files/nethand.htm.

If there are any other special shared drives used by your section, you will be connected to them upon logging on.  You can go into Windows Explorer to see your logon assignments.  All drives are listed on the left side under Folders.

DOA Standard Desktop

The DOA Standard desktop and laptop images consist of the following software:
	Windows XP with Internet Explorer
	SAP

	Current version of Microsoft Office Products
	Windows Media Player and Real Player

	Symantec Endpoint Protection
	Adobe Reader

	Cisco Security Agent
	Zip Central

	Reflection Mainframe Access
	Roxio Burning Software and Power DVD


Any software not listed is considered to be non-standard software.  Software of this nature is installed by OCS.  If non-standard software is required, contact your Section Coordinator.

Microsoft Office Products

MS Word 
In Word, you have access to DOA customized forms and letterhead.  

· To access your section’s letterhead:


From a blank document, press ALT + L.  The letterhead macro will run and display your letterhead.  
Your cursor will be on the first available typing line.


If your section’s letterhead does not appear, simply call the OCS Help Desk at 342-4730 to report 
the trouble.

· To access your section’s forms:


From a blank document, go to File (Office Button) > New > My Templates.  The Templates screen will 

appear 
with several tabs available.  Forms are located on two tabs – “Forms – Agency Specific” and 
“Forms 
– Standard”.


If the forms tabs do not appear, try logging off of your PC and logging on again.  (Start > Run > 
Logoff username).  If this does not resolve the issue, simply call the OCS Help Desk at 342-4730.

MS Outlook 
The first time you open Outlook, you should read the email from the DOA-Help Desk regarding your LAN password.  Follow the instructions in the email to change your password immediately.  

Messages in your inbox are stored on the Exchange server.  Email Archiving is available to users needing larger workspace however there is a charge.  You should contact your Section Coordinator if you find that the minimum storage amount of 100 MB is not enough for your business needs.

For information regarding inbox size limitations, see Rates for Services located here:

http://www.doa.louisiana.gov/ocs/email/statewide_email_rates.htm#pricing.


Security is of utmost importance to the DOA and OCS.  One of the ways that threats can be unleashed on your computer is through electronic mail.  Since email is a vital part of communications, here are some quick tips you can use to facilitate better communication between you and the recipient of your messages, and to keep your computer free from viruses.

As a general rule of thumb, never carelessly open emails in your inbox from people you don't know.  Beware of all emails, even those that come from friends. Many viruses can use a false "sender" address to make you think the email has come from someone you know.  If you receive an email with an attachment, be cautious.

If you receive an e-mail offer that sounds too good to be true, it probably is. Urban legends and hoaxes have been circulating for a long time, but because of email and internet access, their popularity is on the rise. 

E-mail hoaxes try to trick you into forwarding messages about fake viruses or other fabricated stories. This not only wastes your time, but it clogs email inboxes.  Watch out for email scams which are fraudulent swindle letters disguised as legitimate business requests.  They try to trick you into providing personal information like your bank account numbers and other related information.  Remember, legitimate businesses with strong reputations have more secure ways of requesting information than sending unsolicited email.  

Email Etiquette:
· Your most important statements should appear in the first paragraph.  Follow up with supporting details. 
· Use clear subject lines.  This will help the reader decide if they want to read the email now or later when time permits.  Also, change the subject line if you suddenly change the topic of the message. 
· Don't write the email if you are angry.  Wait a reasonable amount of time and always have someone else read over the message before sending it.  Misinterpretations happen very easily... 
· Email messages can indicate a tone of 'voice' -- using CAPITAL LETTERS is perceived as SHOUTING!
· Don't use sarcasm. The recipient will not appreciate it. 
· Go easy on the exclamation marks.  Overuse dulls their effectiveness. 
· Keep it short.  Some messages might be better conveyed in person rather than in an email or on the phone. 
· Make sure you are addressing the message to the correct person or group of people. 
· Don't click on "Send" too fast.  Reread every message before sending it. 
· If applicable, did you remember the attachment? 
· Spell Check.  Be sure to go to Tools > Spell Check or press F7.  No message should ever be sent with spelling errors.
Logging Off

During the work week, always LOG OFF your PC when you leave work each day.  A simple logoff is required, do not power off during the week.  The second Tuesday of the each month (and more frequently if necessary), OCS will send out Windows Security Updates to all PC’s.  If your PC is powered down (turned off), we will not be able to update your PC which will leave it vulnerable to threats.  If you receive a message regarding security updates, make sure your PC remains powered on, but logged off.  In the DOA, PC and data protection is high priority.

To Logoff your PC

1)
Close all running programs (Outlook, Word, Excel, etc…) 


2)
Go to Start then choose Logoff <username>.


3)
Click Logoff to complete the process.

You can also logoff of your PC by closing all running programs and pressing CTRL+ ALT+ DEL and choosing Logoff.  


At the end of your work week, you should run a shutdown of your workstation.  

To Run a Shutdown

1)
Close all running programs (Outlook, Word, Excel, etc…) 


2)
Go to Start then choose Shutdown.


3)
Click Shutdown to complete the process.

You can also shutdown your pc by closing all running programs and pressing Ctrl + Alt + Del and choosing Shutdown.

Reminders:

· Log off every night so that the next morning you re-establish your network connections. 

· If your job requires that you make online purchases, only go to web sites who offer secure transactions.  Some web sites are “certified secure” and display a certificate either on their homepage or at checkout.    

· If you think a virus may have compromised your system, call the OCS Help Desk (342-4730) immediately. 

· Be cautious when browsing the internet.  Never click on any of the random popup messages you might receive while on the internet.  Always call the OCS Help Desk (342-4730) for assistance.
· Backup your data.  Data is the only irreplaceable part of your computer system.  If you need assistance with backup procedures, see your Section Coordinator.
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